
GRADUATE RESEARCH PROPOSAL 
 
Project Title:  
 
GenAI-Driven Resilient Control and Anomaly Detec;on in Cyber-Physical Systems 
 
Project Summary: 
This research enhances the security and opera1onal resilience of Cyber-Physical Systems (CPS)—such as 
autonomous surface vessels, robo1cs, and cri1cal energy grids—against stealthy adversarial cyber a@acks 
and dynamic environmental anomalies. By synthesizing control theory, cybersecurity, and Genera1ve AI 
(GenAI), this framework develops real-1me threat detec1on, automated a@ack scenario genera1on, and 
adap1ve control recovery strategies. GenAI architectures—including Genera1ve Adversarial Networks 
(GANs), Diffusion Models, and LLM-driven decision agents—are leveraged to synthesize zero-day threat 
vectors, reconstruct compromised sensor signals, and automate dynamic control stabiliza1on under severe 
opera1onal uncertainty. 
 
Project Details: 
Cyber-Physical Systems (CPS) 1ghtly integrate compu1ng, communica1on, and physical dynamics. However, 
increased network connec1vity exposes CPS to sophis1cated cyber a@acks (e.g., false data injec1on, denial-
of-service, replay a@acks) that compromise sensor telemetry and degrade physical safety. 
 
This research focuses on four key technical modules: 

1. Genera1ve Threat Modeling & Synthe1c A@ack Synthesis: Formulate dynamic game-theore1c a@ack 
models. U1lize Deep Genera1ve Models (GANs, VAEs) to synthesize realis1c, unencountered zero-
day a@ack scenarios and extreme edge cases, stress-tes1ng CPS resilience beyond historical 
datasets. 

2. Real-Time AI-Driven Anomaly Detec1on: Combine model-based observers (Kalman filters, 
Luenberger observers) with Transformer-based sequence-to-sequence reconstruc1on models. The 
framework reconstructs non-corrupted state distribu1ons in real 1me to isolate stealthy data 
injec1on a@acks with ultra-low false alarm rates. 

3. Resilient Es1ma1on & Genera1ve Control Adapta1on: Integrate Genera1ve Diffusion Models with 
Model Predic1ve Control (MPC) to infer missing or corrupted telemetry trajectories. The system 
generates real-1me adap1ve control signals to maintain physical stability under ac1ve compromise. 

4. Intelligent Response via Genera1ve Reinforcement Learning: Deploy Deep Reinforcement Learning 
(RL) guided by genera1ve agent frameworks to execute automated threat response planning, 
con1nuously adap1ng strategies through real-1me physical feedback. 

 
Expected Deliverables: 

• A genera1ve simula1on framework for CPS zero-day threat synthesis and vulnerability assessment. 
• Open-source, real-1me GenAI anomaly detec1on and adap1ve control toolkits validated on 

MATLAB/Simulink and Hardware-in-the-Loop (HIL) testbeds. 
• Reproducible synthe1c CPS benchmark datasets for the scien1fic community. 
• High-impact publica1ons in peer-reviewed journals (e.g., IEEE, ACM, Springer). 

 
Research Methods: 
The methodology integrates system dynamics, state-space modeling, stochas1c game theory, and deep 
genera1ve modeling. Ini1al valida1on will be conducted in MATLAB/Simulink simula1on environments, 
followed by physical hardware-in-the-loop (HIL) experimenta1ons (e.g., micro-grid and autonomous surface 
vessel testbeds). 
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